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DNA origami has been widely applied due to its versatile structural programmability [1,2]. Recently, various DNA 
origami-enabled approaches for data and information-related implementations such as data storage and 
cryptography have been explored and studied [3,4]. The astronomical possibilities of DNA folding pathways could 
be exploited to create an encoded pattern using DNA origami to encrypt data, similar to steganography. As a result 
of its unlimited encryption rules, it allows secure information transfer between sender and intended recipient. To 
decrypt the secret information, the first step is to reveal the nanoscale pattern. In the previous study [4], atomic 
force microscopy was used to image the pattern, requiring intensive effort. To enable a faster reading out process, 
we use DNA-PAINT, a technique that provides super-resolution for reading the patterns on DNA origami. Essentially, 
the encoding is achieved by having the staple strands extended with docking sequences. By using imager strands 
with a complementary sequence to the docking sequence, it provides an additional layer of protection on top of 
the folding pathways and encryption rules. In addition, we exploit the palindromic docking sequence recently 
introduced for faster and more reliable DNA PAINT imaging [5]. The improved design accelerates the read-out 
process and allows it to image thousands of origami with densely packed docking sites with distances of 20 
nanometers and 10 nanometers within 12 minutes and 1 hour, respectively. To increase the incorporation 
efficiency of the information strand on the DNA origami, we double their binding length to the scaffold to achieve 
a constant efficiency around 90%. We study the effect of encryption rules with several redundancies for a single 
bit of information to encrypt simple three-letter arrangements. Additionally, we present supervised classification 
and unsupervised clustering techniques for bits extraction. These results are compared with a conventional method 
in which bit extraction is done only by binary thresholding of localizations on each docking site. The comprehensive 
unique approach presented here is expected to improve the capability of leveraging DNA origami for data storage 
or cryptography applications. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. The schematic flow of molecular cryptography 

[1]    P. W. K. Rothemund, Nature 440, 297-302 (2006)  

[2]     P. Wang, et al., Chem 2, 359-382 (2017) 

[3]     G. D. Dickinson, et al., Nat. Comm. 12, 2371 (2021) 

[4]     Y. Zhang, et al., Nat. Comm. 10, 5469 (2019) 

[5]     S. Strauss and R. Jungmann, Nat. Methods 17, 789-791 (2020) 

Key 1 Key 2 Key 3 Apply Key 3 Apply Key 2 Apply Key 1

000001
000001

0 0 0 0 0 1
0 0 0 0 0 1

0 0 0 111
0 0 0 0 01

0 0 0 1
1

11
0 0 0 0 1

AGGAGGA

bit “1” strands
ASU origami Machine Learning

Docking
strand

ASU

Encryption

Alice Bob

Decryption

A

A

S
S

U

A
S
U

A

S

U U

Docking seqEncryption rules Staple strands

ASU

Cipher mixture 

Sca�old + bit “1” strands DNA origami 
folding

DNA-PAINT Machine Learning
bit extraction

Imager
strand A

Hacker

+

Key?x ASU

If


