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Security 
Threat 
Landscape

• Threat landscape continues to be challenging

• Concern that the sector continues to be targeted by a 
range of threat actors

• Jisc saw 15 ransomware attacks in 2020 and 18 in 2021

• Attacks are hugely disruptive

• Recovery is lengthy and expensive

• Impacts on cyber insurance: increased premiums, 
prerequisites for cover

• Necessitates defense in depth via proactive/preventative & 
reactive measures



Cyber security 
incidents



Vulnerability notifications last 12 months



Janet Security 
Policy

• inconsistent terminology
• out of date links
• Not quite kept pace with the security 

landscape



Consultation

Consultation 13/7-30/9 2021



New principle 1

GeoIP location blocking for certain high-
risk protocols for traffic inbound to 
Janet
• Change existing function to opt-out rather than opt in (RDP 

port 3389)

• Ability to opt-out of any geoIP blocked ports/protocols at any time



New principle 2

Annual security posture review
• An internal self-review of your organisation’s security posture.

• Flexibility to choose how you do it

• No requirement to share the outcomes of your review with Jisc (but 
happy for you to do so)



New principle 3

Proactive scanning

• Jisc will undertake regular active scans in response to critical vulnerability alerts 
or actionable threat intelligence. 

• Jisc will always inform Janet Connected Organisations of any detected 
vulnerabilities.

• We will publish the IP address ranges from which scanning activity will be 
undertaken, to provide transparency of this activity.



Responses

Responses received directly, via the consultation form, on CiSP, from UK-
security, from the Jisc CISO Forum, via UCISA and from attendees at a Janet 

Tech2Tech briefing

Broad support for all three principles



Security policy 1



Security policy 2



Security policy 3



Security policy 4
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policy 3



Next Steps

Next steps

• Communicate opt-out processes for Janet threat defence * 
• Investigate maturity models
• Supply chain security incident management

• International recruiters
• A UK HECVAT? (https://library.educause.edu/resources/2020/4/higher-

education-community-vendor-assessment-toolkit)

http://ji.sc/policies 

* Or whatever we decide the opt-out GeoIP functionality will be called…


